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Foreword

In this report we will discuss the common types of VPNs, go in depth into two specific
types, and their suitable applications.

If a business requires remote access to secure networks, servers or clients across the
internet, a Virtual Private Network may need to be utilised. Communication across the
internet presents a vulnerability in which attackers can exploit. When traffic passes
through the web, attackers can eavesdrop, stage man-in-the-middle attacks, and more.
This risks data breach, or entry into secure networks. VPNs allow us to securely
communicate between two trusted locations across the internet, by creating a ‘bridge’ or
‘tunnel’ of encrypted traffic from host to host, host to network, or network to network. In
this report we will discuss the features of different VPNs in Section I, and implement
OpenVPN and IKEv2 in Section II.

Section I: Overview

SSL vs IPsec

Most VPNs are based on either SSL or IPSec protocols:

A SSL based VPN operates at the Transport layer, using SSL or the more recent TLS
encryption protocol. The protocol forms an encrypted tunnel between two ports on two
hosts. The two hosts can interact as if they are directly attached. The source/destination
ports and IP addresses are unencrypted and may be used by attackers to derive some
information about the use case. It is typically simpler to implement, but provides more
limited capability, and thus useful for smaller scale usage. In essence, it is more
‘granular’ than the alternatives. It is thus recommended for specific use cases where
regular yet small interactions take place, or where speed and convenience is preferable.

IPSec provides a bridge connection from a remote host (or network) to a secure network.
When the bridge is configured, the remote host behaves as if it is on the same local
network. IPSec offers a range of cryptographic suites and operates at the internet layer
(IP). As such it obscures data like ports and session numbers. Deployment requires
specialized software whereas SSL does not. It provides the highest level of security but as
a consequence requires more effort to configure and manage.



OpenVPN and IKEv2 & Others
Today, we typically implement one of the following VPNs.

OpenVPN is built on SSL, but adds multiple features, such as adding UDP support for
increased speed, providing an internet layer bridge or TAP mode, and is open source.
OpenVPN still uses SSL for authentication and set-up, but in operation it can vary
substantially from traditional SSL based VPNs. It is considered slower and harder to
configure than IKEv2, but much simpler. The biggest benefit of OpenVPN is that it is open
source, allowing any vulnerabilities to be vetted by external security professionals.

IKEv2 is essentially an extension of IPSec with a faster session set up and more flexibility
in cryptographic suites. It is more stable, and is well integrated with cross-platform
support. It is much easier to configure than traditional IPSec VPNSs, resolving it’s biggest
flaw. IKEv2 is proprietary, and it is rumoured that the NSA has compromised it. True or
not, it highlights the primary reason why people might choose OpenVPN over IKEv2.

Other proprietary implementations of SSL VPNs exist, which are integrated into software
packages such as mobile banking apps. This implementation is preferable when dealing
with large distributed systems, a situation where an IPsec solution may prove unwieldy.

Authentication Suites

OpenVPN uses TLS for their authentication handshake. By default, suites used are RSA
for public key pairs, and Blowfish for their symmetric key encryption, but can be
configured to use any OpenSSL supported ciphers.

IKEv2 protocol handshakes are used in IKEv2 instead of the standard TLS handshake as
in OpenVPN. The protocol is considered better and IKEv2 is faster when connections
drop and need to be re-established. IKEv2 supports a manner of similar standard cipher
suites as with TLS.

The more complex and larger the cipher we use, the longer it will take to generate keys
and negotiate the VPN connection. Typically RSA 2048 bit for public keys, and AES 128 bit
for symmetric key is recommended. This option is widely supported and offers good
security. Note that some modern cipher suites will not work with older or simpler



hardware, so care is needed when selecting which cipher suites are allowed in the VPN
configuration.

Section II: VPN Implementations

Network Configuration

In both implementations, we use a network configuration similar to the one described in
Report 1, except that the firewall is configured to block all non-essential traffic between
trusted and untrusted/DMZ zones. This facilitates the need for a VPN in order to pass
through the firewall into the trusted network. The mobile client is an android phone
which has already connected to the wireless network with a user/password set up

similarly to that in Report 1.
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OpenVPN Configuration

We have chosen to use OpenVPN connected to the OpenVPN server on the trusted net
with UDP TAP mode (bridge mode). This will bridge either a remote client on the wireless
network, or on the external network, to the trusted network. We use UDP mode because
it is faster, but at a cost of less security. There are two modes for authentication - static
key, and SSL/TLS certificate. Static key is the most convenient but is not as secure. We
will choose the digital certificate option. We will use the default OpenVPN encryption
suites.

rootPopenuvpn # ifconfig

ethd Link encap:Ethernet HUaddr ©6:0
inet add
ineth ad

. bytes:1446 (1.4 KiB)

Interrupt :19 Ba wddress :0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Hask:255.0.0.0

ineth addr: ::1-128 Scope it

UP LOOPBACE RUNMNING HTU:65536 MHetric:1

RX packets:51Z errors:0 dropped @ overruns:0 frame:0
TX packets:51Z errors:0 dropped 0@ overruns:0 carrier:0
collisions:0 txgqueuelen:®

RX bytes:37888 (37.0 KiB) TX bytes:376888 (37.0 KiB)

tuni Link encap:UNSFPE( HWaddr O —Ce—E0— 00— 0 — Cey— E00— 100 — E00 — O — E0 — CoE)— E00 — 100 — £ — O
inet addr:10.83.85.1 P-t-P:10.83.85.2 Mask:255.255.255.255
UF FOINTOFOINT RUMMIMG MOARF MULTICAST AMTU: 1509 HMetrelc:)
H?‘ i||\|'|-':_l‘1_'- 0 errors:Q |1r'|'|i||_|1'|1 ) v HUunsS -9 1rame:g
TX p:'u'l-:_l‘ 0 errors:Q '17""i'|-“"1 O ouverruns -0 carrier:o
collisions:0 txgueuelen:100
RX bhytes:0 (0.0 B) TX bytes:0 (0.0 B)

We load the OpenVPN.xml config onto the firewall to allow OpenVPN UDP traffic to pass
through. The OpenVPN server will show a tunnel connection once started.

Now we will configure the client side. We are using certificate authentication. As such,
we add a OpenVPN client which automatically generates a .ovpn signed digital certificate
file. This is what the client will use to authenticate their VPN connection. We FTP the file
onto the clients machine, but in practice a more secure method of transfer should be
used. We import the .ovpn file onto our OpenVPN software on the client machine, and
can then connect. Checking ipconfig on the machine, we can see a connection to the
10.83.85.XX subnet, suggesting that the tunnel has been established.



B Command Prompt

To test the tunnel has been established, we can now ping the servers tunnel address
10.83.85.1. We capture the traffic on wireshark both at the tunnel layer, and at the
ethernet layer.

£ “Ethernet [Wireshark 2.2.5 (v2.2.5-0-gd40fddd)]

hile Edit View Go Capture Analyze 3tatistics Telephony Tools Intemals Help
e@®@dms = X2 QA¢2dT L2 BB QB @B ®;
Filter: ' icmp Expression... Clear Save
No. Time Source Destination Protocel Length Info
4 36.356555 10.83.85.14 10.83.85.1 ICMP ’4 echo (ping) request
5 36.369226 10.83.85.1 10.83.85.14 ICMP 74 eEcho (ping) reply
6 37.382275 10.83.85.14 10.83.85.1 ICMP 74 echo (ping) request
7 37.385799 10.83.85.1 10.83.85.14 ICMP 74 echo (ping) reply
8 38.398580 10.83.85.14 10.83.85.1 ICMP 74 Echo (ping) request
9 38.409007 10.83.85.1 10.83.85.14 ICMP 74 echo (ping) reply
10 39.408010 10.83,.85.14 10.83,85.1 ICMP 74 Echo (ping) request
Eile Edit View Go Capture Analyze Statistics T.':Ic'::'r_n£ Tools |Internals Help
O® 4 m & 5 D T2z | @ Q Q W ¥ I
Filter: | openvpn Expression... Clear Save
lo. Time Source Destination Protocol Length Info
1 0.000000 204.137.98.146 204.137.98.190 openvPh 95 MessageType: P_DATA_V1
6 8.520751 204.137.98.190 204.137.98.146 openvPh 95 MessageType: P_DATA_V1
7 10.458972 204.137.98.146 204.137.98.190 OpenvPp 95 MessageType: P_DATA_V1
8 13.969349 204.137.98.190 204.137.98.146 openvPh 223 MessageType: P_DATA_V1
13 20.006603 204.137.98.146 204.137.98.190 openvPh 95 MessageType: P_DATA_V1
16 24,095824 204.137,98.190 204.137.98.146 openvPp 95 MessageType: P_DATA_V1
17 30.142019 204.137.98.146 204.137.98.190 openvPp 95 MessageType: P_DATA_V1
24 34.536243 204.137.98.190 204.137.98.146 OpenvPh 95 MessageType: P_DATA_V1
29 40.501417 204.137.98.146 204.137.98.190 Oopenvep 95 MessageType: P_DATA_VI
30 44, 524584 204.137.98.190 204.137.98.146 openvPp 95 MessageType: P_DATA_V1
31 45.974191 204.137.98.190 204.137.98.146 OopenvPrd 215 MessageType: P_DATA_V1
34 50.164600 204.137.98.146 204.137.98.190 openvPh 95 MessageType: P_DATA_V1
36 56, 383813 204.137,98.190 204.137.98,.146 openvPp 95 MessageType: P_DATA_V1
38 60.455981 204.137.98.146 204.137.98.190 openvPp 95 MessageType: P_DATA_V1
54 66.511619 204.137.98.190 204.137.98.146 openvPh 95 MessageType: P_DATA_V1



Note how the ping traffic is transmitted over the wire as OpenVPN protocol packets. This
is our raw encrypted traffic sent as UDP packets, whereas the packets in the first case are
unencrypted ICMP packets before encryption. Now, looking at the server side, here is a
trace of the client/server negotiation stage. This follows a typical TLS handshake process,
which is an extremely secure key exchange protocol in regular use over web traffic.

Ml capturefortepl peap -

File Edit View Go Capture Analyze Statistics Telephony Wireless Tooks Help

inie RERe=sETLI3ERQAQAQ_E
i X !
Mo, Time Source Destnation Proocol  Length Info
138 57.796318 10,83,85.14 10,83.85.1 TLSv1.2 398 Client Hello
139 57.796329 18.83.85.1 10.83.85.14 TCP 56 443 + 1583 [ACK] Seq=l Ack=343 Win=38272 Len=
140 57.796350 10.83.85.14 18.83.85.1 TCP 56 1578 + 443 [ACK] Sequ927 Ack=4302 Win=262148 Len=d
141 57.796382 18.83.85.14 18.83.85.1 TCP 56 1578 + 443 [ACK] Seq=927 Ack=4588 Win=261852 Len=@
147 57.797536 10.83.85.14 19,83.85.1 TLSv1.2 398 Client Hello
148 57.797556 10.83.85.1 10.83.85.14 TCP 56 443 + 1579 [ACK] Seqsl Ack=343 Win=38272 Lens@
158 57.798616 19.83.85.1 19.83.85.14 TLSv1.2 161 Server Hello, Change Cipher Spec, Encrypted Handshake Message
151 57.798280 10.83.85.1 10.83.85.14 TLSvl.2 161 Server Hello, Change Cipher Spec, Encrypted Handshake Message
153 57.798737 10.83.85.1 10.83.85.14 TLSv1.2 161 Server Hello, Change Cipher Spec, Encrypted Handshake Message
154 57,798978 10.83.85.1 19.83.85.14 TLSv1.2 161 Server Hello, Change Cipher Spec, Encrypted Handshake Message
155 57.799028 18.83.85.14 18.83.85.1 TLSv1.2 484 Application Data
158 57.799784 10.83.85.1 10.83.85.14 TLSv1.2 161 Server Hello, Change Cipher Spec, Encrypted Handshake Message
163 57.802092 10.83.85.14 19.83.85.1 TCP 56 1579 + 443 [ACK] Seqe=343 Ack=106 Win=262036 Len=@
164 57.882170 18.83.85.1 18.83.85.14 TLSv1.2 1424 Application Data

The tunnel has been established and we can now use the VPN for its intended purpose.
Note connecting an android client over the optional wireless network follows a very
similar process, with the .ovpn file and the OpenVPN app. Once we transfer the file, we
simply import the file into the app using the import profile option.

IKEv2 Configuration

Since IKEv2 is so widely supported natively on many platformes, it is in fact extremely
convenient to set up in our network. In fact, our router natively supports Mobile IKEv2
usage so we do not need to use a back-end VPN server. It can be implemented similarly
to in Report 1, either through the Firebox-DB or with a back-end RADIUS server. But we
will be using certificate based authentication through the Firebox-DB in this case. We run
through the Watchguard Mobile VPN with IKEv2 setup wizard, and choose an IP pool for
the VPN tunnel. A separate IP pool is needed for wireless clients connecting in the
optional network, and those connecting via the external network. We then configure the
Mobile VPN. The security config is shown below, and like SSL, offers a wide range of
cipher suites.
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vinual nterfaces
To change these seitings, chck Edit
- ancel Hew
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We are satisfied with the default config in this case. Adding a user for the remote client to
the Firebox-DB is necessary to establish a connection. We then ensure the firewall is
configured to allow IPSec traffic from external & optional networks to the Firebox router,
and to allow IKEv2 users to connect to pass through the firewall to any locations through
the router. We then download a client instruction file from the Policy Manager. The file
is a zipped file required for any clients who wish to connect to the VPN. It contains all
necessary config, install files and the digital certificate in one package. We transfer it to
the client the same way as in the SSL implementation.

On our remote windows machine, we now unzip the .tgz file, and install the certificate to
the OS which will authenticate our connection. We enter the windows settings and add a
VPN connection. We enter the IP address of the server (the Firebox router) with relevant
options and credentials. After connecting to the VPN, we may need to configure our
routing to force traffic to prioritise transmitting traffic over the VPN tunnel rather than
directly to the router. We add a default route to the VPN tunnel end-point (192.168.114.2)
with a low metric to prioritize traffic over the default router gateway (204.137.98.189).
Below is a wireshark trace of the handshake negotiation phase of the VPN connection.
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Time
1 @.200000
2 8.879451
3 @.118344
4 98.426366
5 @.460003
6 @.461588
7 8.481174
8 @.584580
9 8.526648
10 @.528084
11 @.557985
12 @.567917
13 8.718751

Source

2p4.137.98.199
284.137.98.189
204.137.98.199
284.137.98.189
294.137.98.199
204.137.98.189
284.137.98.198
284,137.98.189
284.137.98.199
204.137.98.189
204.137.98.199
204.137.98.189
204.137.98.19%

Destination

284.137.98.189
204.137.98.19@
284.137.98.189
284.137.98.19%8
284.137.98.189
204.137.98.190
284.137.98.189
284,137.98.190
284.137.98.189
204.137.98.190
204.137.98.189
204.137,98.190
284.137.98.189

Protocol  Length  Info

ISAKMP
ISAKMP
ISAKMP
LSAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ESP

658 IKE SA INIT MID=0@ Initiator Request

398 IKE_SA_INIT MID=0@ Responder Response

1018 IKE_AUTH MID=81
1482 IKE_AUTH MID=81
122 IKE_AUTH MID=82
154 IKE_AUTH MID=82
186 IKE_AUTH MID=03
186 IKE_AUTH MID=83
122 IKE_AUTH MID=84
122 IKE_AUTH MID=84
138 IKE_AUTH MID=85
2508 IKE_AUTH MID=@5

Initiator Request
Responder Response
Initiator Request
Responder Response
Initiator Request
Responder Response
Initiator Request
Responder Response
Initiator Request
Responder Response

182 ESP (SPI=0x325227c9)

Below is a trace of some traffic between the tunnel. The IPSec tunnel transmits traffic in
encrypted, authenticated packets.

A [leso

No. Time Source Destination Protocol Length Info
22 3.727675 204,137.98.190 284,137.98.189 ESP 182 ESP (SPI=8x325227c9)
23 3.733202 284.137.98.190 284,137.98.189 ESP 182 ESP (SPI=8x325227c9)
24 3.734011 204.137.98.190 284.137.98.189 ESP 182 ESP (SPI=0x325227c9)
25 3.788262 204,137.98.190 284,137.98.189 ESP 496 ESP (SPI=8x325227c9)
29 3.859754 204,137.98.190 284.137.98.189 ESP 118 ESP (SPI=8x325227c9)
32 3.862544 204,137.98.190 284,137.98.189 ESP 118 ESP (SPI=8x325227¢9)
34 3.864098 204,137.98.190 284,137.98.189 ESP 150 ESP (SPI=@x325227¢9)
40 4.005044 204,137.98.190 284,137.98.189 ESP 1508 ESP (SPI=@x325227c9)

Now android does not natively support IKEv2 VPNs, but we can use the StrongSwan app.
We use the same .tgz file which contains a .sswan file, and the certificate. The certificate

is installed by tapping on it, and the .sswan file is imported into the app. It follows a

similar process to the windows client from this point.



Conclusion

While both VPNs investigated are very secure, the choice for which one you might use is
up to the use case. OpenVPN is very easy to set up with a basic hardware configuration,
whereas IKEv2 might prove easier in an enterprise grade network with for example, a
Firebox Router. OpenVPN is open source but slightly slower in general compared to
IKEv2 and is thus recommended in smaller networks. In a situation where you have
huge networks and many remote clients connecting, an IKEv2 VPN setup may be
preferable.

In both cases, digital certificates authentication is recommended when security is a
priority, as they are very hard to forge and provide the client both confidentiality and
authenticity.

Two examples and recommendations:

Case 1: A large company wishes to bridge two branches networks together with a VPN.
Recommendation: IKEv2

Case 2: A small startup who has workers that need to remotely access their machines
from home.
Recommendation: OpenVPN (TUN mode)
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